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Abstract

This paper proposed to extend the ATD steganographic method to
work with color images and conduct an experimental study of the
modified algorithm. In the original ATD algorithm, which works on
grayscale images, The main idea is embedding the secret message
as the ternary number and in each pixel of cover image is embedding
two ternary numbers.

For color images. we propose embedding four ternary numbers
within each pixel of the cover image. As is well known, color
images are composed of three primary color channels: red, green,
and blue. The final color is generated by blending specific intensities
of these three channels. Accordingly, three embedding
combinations (112,121,211) were proposed to determine how the
four ternary numbers are distributed among the red, green, and blue
channels of each pixel. Each such combination corresponds to
approximately 8 BPP for example, using the combination 211
means embedding two ternary numbers in the red channel (R), and
one ternary number in each of the green (G) and blue (B) channels.
By using the Matlab program, we compared the results on eight
color images selected as cover images to evaluate the performance
of the proposed algorithm. Image quality metrics, such as Peak
Signal-to-Noise Ratio (PSNR) and Mean Squared Error (MSE),
were used to evaluate the algorithm’s performance according to our
analysis, the value of PSNR is not affected by the scheme but
depends on image; PSNR is in range from 34.50 dB to 37.57 dB in
same embedding capacity 8 BPP. Moreover, SNR values across the
different embedding combinations, suggesting comparable
performance among them.

Keywords: Steganography, ATD, Peak Signal to Noise Ratio
(PSNR), Embedding Capacity, Bit Per Pixel (BPP).
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A. Introduction

Steganography is the art of embedding information with in other
forms of media such as text, images, videos, or audio in such a way
that the presence of the hidden information is unlikely to be detected
[1].

In steganography, there are two main categories of techniques:
spatial domain and frequency domain. In the spatial domain, the
actual pixel values of the cover image are directly modified to
embed the secret information. In contrast, the frequency domain
involves transforming the cover object into another domain, such as
the Fast Fourier Transform (FFT), to obtain frequency coefficients.
These coefficients are then manipulated to embed the hidden data
[2].

Steganography can be classified into several types, including text
steganography, audio steganography, video steganography, protocol
steganography, and image steganography. In image steganography,
the secret data is embedded into an image, which may be a color
image, grayscale image, or binary image.

We consider here spatial domain methods. There are many
steganographic schemes based on direct replacement like Least
Significant Bit (LSB) [11] and Algorithm with Ternary Digits
(ATD) [10] scheme; each it has own security and complexity. The
main aim of each is to embed a large amount of secret data with
minimal impact on the cover object, which means more bits per
pixel (BPP) embedding capacity with good image quality.

In 2006, Chin, Wei-Liang, and Chia-Chen proposed a scheme for
digitally compressed images based on Side Match Vector
Quantization (SMVQ) [3]. In this method, the cover image is
compressed using SMVQ, and a compressed image is generated.
The SMVQ-compressed cover image is then divided into non-
overlapping blocks, and the secret data is embedded into these
blocks. This approach achieves a larger secret data capacity, better
visual quality, and a higher compression rate compared to other
methods based on SMVQ.

In 2007, Yoon, Chan, and Eun proposed a scheme for embedding a
color or grayscale image into a true color image.[4] This scheme
uses three different types of color secret images: a color image based
on a 256-color palette, and a grayscale image. The secret image is
converted to a binary representation, and the secret data is then
protected by encrypting it using the DES algorithm. Each 8-bit
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encrypted data is then divided into three bits: 3 bits, 2 bits, and 3
bits. This method achieves high image quality.

In 2015 Hemalatha, Dinesh and Renuka proposed a method for
embedding audio in color image by using the wavelet transform [2].
In this method, the cover image is displayed in YCbCr format, and
then the Cb, Cr, and occult audio components are transferred to the
wavelet domain using the Intra-wavelet Transform (IWT). The
approximate occult audio coefficient is embedded in the second and
third bits of the high-frequency coefficients Cb and Cr. This method
demonstrates high stego image quality.

In 2012 Taur, Lin, lee and Tao proposed a method for hiding data in
DNA sequences based on table lookup substitution (TLSM) [5].
This method aims to improve the performance of a data embedding
technique known as substitution. The base-t TLSM encrypts the
secret message using the radix t to take full advantage of the
substitution table. In the extended TLSM (ETLSM), the number of
selectable substitution tables is increased by adding additional
characters, significantly improving the security of the TLSM. This
method performs well in terms of capacity and security.

In 2013 Kiruba and Karthikeyan proposed a method for detection of
adaptive pixel pair matching in color images and grayscale images
[6]. This technique is based on pixel pair matching (PPM) for data
hiding. The basic idea of PPM is to use the values of pixel pairs as
a reference configuration and search for coordinates in the
neighboring group of this pair according to a specific message
number. In this method, the maximum payload capacity is 1.161 bits
per second. Therefore, this method achieves the best image quality
with the least distortion.

In 2013 Arnab, Rajat and Sudipta proposed a method by using
Sudoku puzzle for embedding a secret message in the color image
[7]. In this method, the cover image is divided into equal-sized
blocks, each of size 64. In each block, a letter of the secret message
is embedded in every three pixels. Thus, this system is more robust
with fewer computations.

In 2015 Jheng, Chen and Huang proposed a method for data hiding
based on histogram medication over ternary computers [8]. They
proposed two data hiding methods: ternary data hiding (TDH) and
cryptographic ternary data hiding (C-TDH). In both methods, the
secret data was ternary (in NAF format). Therefore, the TDH
method achieves a higher signal-to-noise ratio (PSNR), while the C-
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TDH method achieves a larger amount of secret data than the TDH
method.

In 2016 Mehdi, Ainuddin and Anthony proposed a scheme for data
embedding usingparity bit pixel value differencing (PBPVD) and
improved rightmost digit replacement (IRMDR).[9]. In this method,
the cover image is divided into non-overlapping pixel blocks, and
then the parity bit value difference (PBPVD) and iRMDR value
difference in each block are calculated by calculating the difference
between the pixel values in the blocks. If the block difference value
lies in the L_O plane, iRMDR is applied; otherwise, PBPVD is
applied.

B. Algorithm with Ternary Digits (ATD)

In this Algorithm, the secret data consists of digits {0, 1, 2},
represented as a ternary string. two ternary digits from the secret
data are embedded into each pixel of the grayscale cover image [10].
e ATD Embedding Algorithm

Inputs: S ternary secret message S = {s;|0 < k <
|S| s, € {0,1,2}}, | is cover image it is size [M N] the
number of rows is M, the number of columns is N,
I ={v;|0 <v; <255}; the ", j™ cover pixel s

vij.
Output: Stego image, SI [M N].
Step0: k=0

Stepl: convert the pixel value v;; to binary By, Bg ... ... B,
according to equation (1)

7
UijZZBr*Zr (1)
r=0

Step2: Divide v;jinto two subparts sub1;; = B, Be, Bs, By, B3, B;
and sub2;; = By, By.

Step3: check overflow/underflow for sub1
to the next relations

ij » sub2;; According

000001 subl;; = 000000
subl;j =< 111110 subl;; = 111111 ()
subl;; Otherwise
01 sub2;; = 00
sub2;j =411 sub2;; =11 (3)
sub2;; Otherwise
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Step4: Embed the first ternary digit (s;) in subl}j based on the
following cases:
Case Liif mod(sub1;;,3) = s

sublfjteg ? = subl; i (4)
Case 2:if mod(subl;; +1,3) = sy,
sublf;ego = subl}j +1 (5)
Case 3:if mod(sublgj - 1,3) = Sg
sub13;*9° = subl;; — 1 (6)
Step5: Construct v;; by using equation (7)
vij = sub1{®9% » 22 + sub2;; (7)

Step6: if (k =k + 1) < |S] go to Step7 else go to Step9.

Step7: Embed the second ternary digit (s) into v;j, based on the

following:
CaseLiif mod(v;;,3) = sy

| visjtego _ vltj @)
Case 2:if mod(vl-j + 1,3) = Si

f .

vy =yt 9)

Case 3:if mod(vl-j — 1,3) = S
visjtego = vij -1 (10)

Step8: If all secret messages are embedded go to Step 9, else k =
k + 1 then go to stepl.
Step9: End.
e Extraction Algorithm
Inputs: Stego image is Sl with size [M N], the
number of rows is M, the number of columns is N,
SI = {SI;;|0 < SI;; < 255}; the ", j™ cover pixel s
SI;;.
Output:s ternary secret message.
Step0: k=0
Stepl: convert the pixel value SI;; to binary B;Bg ... ..... By
according to equation (1)
Step2: Divide SI;; into two subparts sub; = B;B¢BsB,B3B,; and
sub, = ByB,.
Step3: Extract the first ternary number from sub,, according
equation (11)

S = mod(suby,3) (11)
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Step4: if (k =k + 1) < |S| go to Step5 else go to Step7.
Step5: Extract second ternary number of SI;;, According to the
formula (12)
Sk = mOd(SIU,3) (12)
Step6: k =k + 1,if k < |S| go to Stepl else go to Step7.
Step7: End.
C. Numerical Example for ATD Embedding and Extraction
Let the cover pixel values be (135 137 138),,, and the ternary
message be (010212)5;. We will embed two ternary digits into each
cover pixel: 01 into 135, 02 into 157, and 12 into 138.
Embed 01 into cover pixel v; = 135
Stepl: Convert cover pixel to binary
v; = (135),0 = (10000111),
Step2: Divide binary value of cover pixel into sub,, sub,
sub; = (100001), = (33)4,
sub, = (11); = (3)40
Step3: Check overflow/underflow for sub,, sub,; the result after
Check overflow/underflow according to (2) and (3):
sub; = (33)4,
sub, = (01), = (2)1
Step4: Embed the first ternary secret number S; = (0)5 to sub,
sub; mod3=33 mod 3=0 =S,
sub;*®9° = 33
Step5: v; = 33 % 22 + 2 = 134.
Step6: Read the second ternary number S, = (1); and embed it in
vy
v, mod3 =134mod3 =2 + 5,
(v; +1)mod3 =(134+1)mod3 =0 # S,
(v; —1)mod3 = (134 — 1)mod3 = 133 mod3 =1 = 52
Hence, v, stego=133
Embed (02)5 into cover pixel v,=137.
Stepl: Convert cover pixel to binary
v, = (137)4, = (10001001),
Step2: Divide binary value of cover pixel into sub,, sub,
sub; = (100010), = (34),
sub; = (01); = (1)y0
Step3: Check overflow/underflow for sub4, subjaccording to (2)
and (3); no need for change in this step.
Step4: Embed S; = (0)5 into sub;:
sub; mod3 =34mod 3 =1+ S3

7 Copyright © ISTJ A ginae auball (5 gin
Ayl g o slell 40 sal) dlaall



http://www.doi.org/10.62341/hawe0728

International Scienceand ~ VOlume 37 aaxd) gy pll Al il

Imtrwaational beimrs mad Taviasiags demraal

ﬁ::ﬂﬁéﬂ%’m‘ Part 1 axal I S TIJ %

http://www.doi.org/10.62341/hawe0728

sub; mod3 = (34+1)mod3 =2+ 55
sub; mod3 = (34 — 1)mod3 = 33mod3 = 0 = 33.
Hence: sublstego=33
Step5: v, = 33 %22 + 1 = 133.
Step6: Read the next ternary number S, = (2);and embed it in v,:
v, mod3 =133 mod3 =1 # S,
v, mod3 = (133 + 1)mod3=2= S,
Hence,
;19 = 134
Embed (12); into Cover pixelv;=138.
Stepl: Convert cover pixel to binary
v3 = (138)4, = (10001010),
Step2: Divide binary value of cover pixel into sub,, sub,
sub; = (100010), = (34)4,
sub, = (10); = (2)40
Step3: Check overflow/underflow for sub,, sub, according to (2)
and (3); no need for changes in this step.
Step4: Embed Sg = (1)5 into sub;:
sub; mod3 =34mod3=1= S5
Hence:
subftego = 34.
Step5: v; = 34 %22 + 1 = 137.
Step6: Read the next ternary number S, = (2)sand embed it in v,
v3°9° =137 mod 3 =2 = S
v3t¢9% =137
The stego pixel are (133, 134, 137).
In the extraction, if we have stego pixel value (133, 134, 137)
stego pixelv;=133.
Stepl: Convert cover pixel to binary
v; = (133),, = (10000101),
Step2: Divide the binary value of the cover pixel into sub,, sub,
sub; = (100001), = (33)4,
sub, = (01), = (1)1,
Step3: Extract first ternary number S; From sub;according to (11)
$1=33mod3=0
Step4: Extract second ternary number S, From v;according to (12)
S, =133mod 3 =1
The first part of the secret message (01)3is restored.
stego pixelv,=134.
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Stepl: Convert cover pixel to binary
v, = (134),, = (10000110),
Step2: Divide the binary value of cover pixel into sub,, sub,
sub; = (100001), = (33)4,
sub, = (10), = (2)1
Step3: Extract S;from sub,according to (11)
S3=33mod3=0
Step4: Extract S, From v,according to (12)
S, =134mod 3 =2
The second part of the secret message (02);is restored.
stego pixelv;=137.
Stepl: Convert cover pixel to binary
v3 = (137)10 = (10001001),
Step2: Divide the binary value of the cover pixel into sub,, sub,
sub; = (100010), = (34)4,
sub, = (01); = (D)qo
Step3: Extract S From sub,according to (11)
Ss=34mod3=1
Step4: Extract S, From vsaccording to (12)
S¢ =137 mod 3 = 2
The third part of the secret message (12)5is restored.
Finally, we embedded(010212) into (135,137,138),, and the
ternary secret message(010212) is restored from the stego pixel
(133,134,137)4,.
D. Experimental results and analyses
Color images with a size of 512x512 were used as cover images in
the experiments shown in Figure 7.

Fig 7: Cover Images used in ATD Simulation
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The secret message in this experiment is fixed. We converted the
secret message to base 3 and embedded four ternary digits (8 bits)
into each pixel in different schema 211,121, and 112.

For example, if we used this schema 211 this means than, two
ternary numbers are in red and one ternary number in Green and
Blue. In addition, we calculated the PSNR, SNR only for modified
pixel.

Table 1 PSNR ATD in different construction results

Images _schema211 | _schemal2l | _schemall2

Stego_imagel Banda 37.4 37.4 37.4
Stego_image2_Baboon 37.7 37.7 37.6
Stego_image3 Barbra 37.6 37.6 37.6
Stego_image4 Blue 37.6 37.5 37.5
Stego_image5 Green 34.5 34.5 34.5
Stego_image6_Lean 37.6 37.6 37.6
Stego_image7_Peppers 374 374 374
Stego_image8 Red 36.8 36.8 36.8

From figure 8 and table 1 we show that the value of PSNR in ATD
are affected by the image, and the value of PSNR in this algorithm
is in range between 34.5 dB and 37.6 dB; the minimum value we get
in the Stego_image5_Green image as 34.5 dB in all schema.

PSNR OF images
38 - - -
: : : : : : PSNR 211
7 d| .. I —+— PSNR 121
: : : —+—PShR 112
3?_._.__._._.._._._.._._.__._._.._._.__._._.._._. S S —— R —
| e e e e A SR S R
)
S| EO R U R T R T R —
wn
o
355
35,_ ____________________________________________________________________
34__:.___J_______.L_______,________;.______;: ________________________________
1 1 1 1 I 1 1 1
& &
QGPQ \é\ tﬁép Q,"p anoe é‘oa G‘é. &
Fig 8: PSNR for ATD in Different Construction
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In SNR criteria the small value we get in Stego_image5_Green
image it value 7.1 dB and Stego_image6_Lean image has the large
value of SNR it get 16.5 dB as figure 9.

SNR ATD OF images

e L Ll e W e

|| ——snR121 | ' : ' : '
—+—SNR112| | ! : :
7 T T | | | |

F

& & & &
QaQQ & @,y‘) %ra@ %r}:*r‘)o & &F @

&
Fig 9: SNR for ATD in Different Construction

E. CONCLUSION AND FUTURE WORK

We found that the PSNR behavior for color images was not as
expected for the same embedding capacity, different embedding
combinations applied to the same image resulted in varying PSNR
values. In future work, we plan to conduct a more detailed study
and analysis of PSNR behavior in the ATD method, with the aim
of improving its performance under higher embedding capacities.
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